Cbeyond®

SecureVPN

Cbeyond® SecureVPN

Instantly access information throughout your business with Cbeyond’s SecureVPN. We make
it safe and simple to move data at high speeds among all your locations. You can even

access your VPN remotely.

SecureVPN On-Net

Connect multiple sites served by
Cbeyond to create a secure
network for sharing files and
data. View the resources of the
other connected sites just like
they were wired to a single
physical network.
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SecureVPN Off-Net

If not every location of your
business is served by Cbeyond,
you can still stay connected
with the same security as your
on-network communications.
By creating protected tunnels
through the Public Internet, you
can exchange information with
remote office locations safely
and reliably.

SecureVPN Remote User
Equip your employees with
on-demand access to your
Cbeyond VPN. Using their
existing Internet connection
client, individuals can access
corporate information while
out of the office.



Cbeyond® SecureVPN

How It Works

Technology protects your data security

Cbeyond SecureVPN uses the best available technology to
create a secure, high-speed network for moving data from one
Cbeyond-serviced site to another, or for allowing access to
network resources for remote office locations or individuals.

SecureVPN On-Net uses Multiprotocol Label Switching
(MPLS) to create isolated paths for data to travel. This
protects your data transmissions, so you can feel safe
sending even the most critical information across the
Cbeyond network.

SecureVPN Off-Net relies on standard IPSEC/IKE encryption
and authentication configurations to create static tunnels
through the Public Internet. This allows you to exchange data
with remote office locations without breaching the security of
your network.

SecureVPN Remote User operates with any PPTP compatible
desktop client with up to 128-bit MPPE encryption. This
creates dynamic user authenticated sessions, through which

your employees can safely connect to your network while out
of the office.
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The Value of VPN

Maximum Security

Your data never leaves Cbeyond’s private network, giving
you security equivalent to Frame Relay and ATM.

Premium Performance

MPLS technology supports speeds of up to 3.0 Mbps, so
you can use even the most demanding applications across
the network, surpassing the performance of Frame Relay
and ATM services.

Reliability

Cbeyond employs industry leading network management
technologies, resulting in world-class network availability of
99.999%. To ensure this level of network availability, Cbeyond
manages over 100,000 network elements, monitoring more
than 1,000 performance attributes at real-time intervals.

Cost Effectiveness

Eliminate the need for multiple dedicated lines, PVCs and
on-site routers or firewalls. Pay just one low, monthly charge
per VPN-connected site.

Simple Set-Up and Management

For Cbeyond BeyondVoice customers, there’s no additional
hardware to buy or install. Just tell us which locations you
want connected to the VPN, and we'll take care of it remotely.
Anytime you want to add a new site, contact us and we’ll take
care of it. You can even view your VPN configuration on
Cbeyond Online.

Remote Access Alternatives

Interoffice communications are no longer restricted by the
boundaries of your on-network VPN. Now your off-network
locations, business partners, or out-of-office employees
can remotely access critical corporate information so your
business remains productive.
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